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ABSTRACT

Recently embedded things with IP address and gitfiagability to communicate self using mailbox/naegs
concepts is gaining importance. In this study, gneronservation by forming a network of smart otgjec
communicating through central unit via IP addras®cused. 10T comprise of smart modules communggat
and interacting with each other and the environmértte 0T enabled devices can command and caheil
operation within themselves without human interieenénd save more energy and time.
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1. INTRODUCTION overlapping frequency channels in the 2.4 GHz bzl
up to 24 channels in the 5 GHz band. Wi-Fi netwarses
We're entering a new era of computing technology multiple non-overlapping channels to avoid co-cle@nn
that many are calling the Internet of Things (loT). interference and hence optimize performance. Howeve
Hence, from a technology perspective, the loT imdge in dense, high-capacity deployments, co-channel
defined as smart machines interacting and commiimgca  interference may occur and cause degradation in
with other machines, objects, environments andperformance is discussed in (Wi-Fi Alliance, 2013).
infrastructures, resulting in volumes of data geteet and Wi-Fi networks provide convenient Internet access.
processing of that data into useful actions thatn ca Today Wi-Fi networks provide network connectivityr f
“command and control” things and make life muchieeas @ variety of computing devices.
for human beings (Kaivan and Atkinson, 2013). Wi-Fi network coverage is adequate when signal
The aim of this study is to conserve power through strength, Received Signal Strength Indicator (RSSI)
internet of things, in which each object is conadcto and/or Signal to Noise Ratio (SNR), everywherehia t
one another and to a central control unit. The abje coverage area (Vanhatupa, 2013).
communicate with each other and to the central unit )
through IP address and their ports. The Internet of2-2- Internet of Things
Things (loT) is a scenario in which objects, ansnaf
people are provided with unique identifiers and dbdity
to automatically transfer data over a network witho
requiring  human-to-human or  human-to-computer
interaction. Noeliaet al. (2013) in the Internet of Things
(loT) paradigm, any of the objects that surroundars be

Imagine a world where billions of objects can sense
communicate and share information, all intercoreteotver
public or private Internet Protocol (IP) networkEhese
interconnected objects have data regularly coliecte
analyzed and used to initiate action, providingealit of

placed on the network in one form or another. inteligence for planning, management and decision
making. This is the world of the Internet of Thir{tgsT).

2 MATERIALSAND METHODS The loT is comprised of smart machines interacting

and communicating with other machines, objects,

21 Wi-Fi environments and infrastructures. As a result, huge

volumes of data are being generated and that data i
In most countries depending on the regulatory being processed into useful actions that can “congima
regimes, Wi-Fi operates in three non-interferingnnh  and control” things to make our lives much easied a
Corresponding Author: Vimala, T., ECE Deptartment Dr.M.G.R. Educational &abearch Institute University, Chennai, India

1819
////4 Science Publications JiCcs



Vimala, T. and Uma Rajaram / Journal of Computeesze 10 (9): 1819-1826, 2014

safer-and to reduce our impact on the environmEme.
creativity of this new era is boundless, with amgzi
potential. IPv6’s huge increase in address spacenis
important factor in the development of the Internét
Things. The Internet of Things is currently beimpked

packets between IPv6 networks by transporting these
encapsulated in IPv4. Tunnelling is used by neteonit
yet capable of offering native IPv6 functionalityis the
main mechanism currently being deployed to create
global IPv6 connectivityFigure 3 clearly indicates the

in a wide variety of uses throughout the home, tynneling concept. Tunneling is a technique by titae

businesses, hospitals, cars and entire cities. This

clearly discussed in the work (Internet of thing$)p
2.3. IPv4 and IPv6 Structure

Internet Protocol is a set of technical rules tlefines
how computers communicate over a network. There
currently two versions: IP version 4 (IPv4) andvi?®sion
6 (IPv6). IPv4 was the first version of Internebf@col to
be widely used and accounts for most of today’srimt
traffic. There are just over 4 billion IPv4 addessWhile
that is a lot of IP addresses, it is not enougagbforever.

IPv6 is a newer numbering system that provides ahmu

larger address pool than IPv4 (APNIC eLearning3201
2.4. 1Pv4 Structure

transport protocol is encapsulated as the payldadather
(APNIC eLearning, 2013).

2.7. Related Work

Wi-Fi has become such an amazingly successful

aretechnology because it has advanced while remaining

backwards compatible (ANI, 2013). This study
(APNIC elLearning, 2013) explains the latest advance
in Wi-Fi, 802.11ac, which provides the next step
forward in performance (Kaivan and Atkinson, 2013).
The pervasiveness of embedded processing is already
happening everywhere around us. At home, appliances
as mundane as your basic toaster now come with an
embedded MCU that not only sets the darkness of the

IPv4 employs a 32-bit address, it limits the number piecg of toast to your preference, but aI;o adds
of possible addresses to 4, 294, 967, 296. A Corel‘unctlon_al safety to the device. This study (Saa!]ral.,_
function of IP is to provide logical addressing for 2012) discusses about the development of an igéeiti

hosts (Balchunas, 2013}Figure 1 shows the IPv4
header structure and it indicates 32 bits.

2.5. IPv6 Structure

The total number of

every single object that exists today; not just patars,
kitchen appliances, cars and any other electrognices

but also non-electronic devices such as pens, bookscommunication

cups, dentures and so on (A10 Networks, 2013).

IPv6 addresses available
actually would be enough to provide an IPv6 addtess

omni-directional mobile robot. There are energy-@va
systems that can now generate a report on theitsctiv
in your house and recommend ways to reduce your
energy consumption.

In this article (Serbulerdt al., 2012) the feasibility of
low-power Wi-Fi to enable IP connectivity of bayter
powered devices is studied with three key practoeds of
concern: Power consumption, impact of interfereand
range. At high data rates,
transmitting/receiving data and packet size havallsm

IPv6 provides a large number of advantages that wil impact on power consumption. In this study (Noedial.,

benefit all end-users and organizations. Many vendé
enterprise and consumer electronics are offeripgati for
IPv6 network connectivity, for both IPv6 managenemt
IPv6 traffic handling that is on par with IPv4 fionality.

However, the transition from IPv4 to IPv6 cannot be
achieved instantly.Figure 2 shows the IPv6 header

structure and indicates 128 bhits. Companies redhae
even with IPv6 implementation in their networkgrthstill
will be a need to communicate with legacy IPv4 senand
applications. On the other side of the equatiompamies
also realize their IPv4 customers will need to ssevices
developed with IPv6, such as Microsoft Direct Aacdshis
problem is discussed in (Balchunas, 2013).

2.6. Tunneling Concepts

2013), different representations of Wi-Fi accessntpo
signal information are tested on a hierarchicaloord
localization sys-tem to identify the one that ygelthe
least amount of localization error.

2.8. Implementation
2.8.1. Example

We assign Node 1 (pyro sensor) to sense the
environment and it sends the output to the procesao
12C or SPI communication. Then the processor sends
action required signal to the Driver circuit andiver
circuit gives the command to the Device. All thevides
including the control unit is connected to one aaot
through Wi-Fi and communicates on the Internet doit

Tunneling techniques are used on top of an existingversion 6 (IPv6). The following block diagram expk&
IPvdinfrastructure and uses IPv4 to route the IPv6the communication among two nodes.
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Table 1. Features of nodes (Raspberry Pi)

T Type of
Version | THL | 70 Total length Nodes (Raspberry Pi) Features
.. Fragment Node 1 and Node 2 IP address
Identification Flags offset Battery powered
: LAN enabled
Time to . .
live Protocol Header checksum Wi-Fi enabled ARM Il processor
HDMI interface USB ports
Source address
Destination address 2.9. Communication Among Nodes
- addi Here Node 1 has a mail id (domain) nodel@
Options adding gmail.com and Node 2 has a mail id node2@ yahoo. in

r 3
A 4

32 Bits Both the nodes are connected with the internetonia
switch as shown iRig. 5. Node 1 writes the control action
Fig. 1. IPv4 header structure (to be performed at Node 2) to the mail. After ieiog

the mail, Node 2 reads the mail and the requirdéidracs

performed. The above operation is explaineig 5.
Version | Traffic class Flow label Here the switch is ON and OFF based on the
. requirements of the environment. When the switadbib
Payload length et Hop limit Node 1 writes in the mail as Device needs to be ON.
header After receiving the mail, Node 2 reads the mail &inel
Source IP address device is switched ON. Here SNMP Protocol is used t

send the information for node 1 and POP 3 Protaol
used to receive the information for node 2 fromendd
as explained in the followingable 2.

Similarly when the switch is OFF, Node2 writes in
the mail as devise needs to be OFF. After readiigy t
mail from the mail box the Device is switched OFF.
This is explained in the above tabular column.

2.10. Connectivity

Communication between node and device is carried
out by processor and Driver circuit is shownHFigy. 4.
Initially we should check the connectivity of thetwork
whether it is to be LAN or Wi-Fi enabled. After diimg
the type of network we should assign the network
protocol for Node 1 and Node 2 as clearly indicated
Fig. 6. SNMP protocol is for Node 1 for writing mail and
POP 3 protocol for Node 2 for reading mail. We will
discuss these two protocols in short manner.

Destination IP address

-— 128 Bits

Y

Fig. 2. IPv6 header structure

[Pv6 network tunnel

2.11.Simple Network Management Protocol
Fig. 3. Tunneling concept (SNMP)

Two nodes 1 and 2 are used with the features shown SNMP is th? most popular protocol used to manage
. . . networked devices. One of the most common uses of
in the following Table 1. The Raspberry Pi has a

: .~ SNMP is for remote management of network devices.
Broadcam BCM2835 System on Chip (SoC) which gnvp s popular because it is flexible. Vendors can
includes an  ARM1176JZF-S 700 MHz processor, gasily add network-management functions to their
VideoCore IV GPU and was originally shipped with existing products. The SNMP protocol enables networ
256 megabytes of RAM, later upgraded to 512 MB. It and system administrators to remotely monitor and
does not include a built-in hard disk or solid-stdtive, configure devices on their network, such as rouyters
but uses an SD card for booting and persisterageor switches, hubs and servers.
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Table 2. Switching process of node 1 and node 2

Node 1(SNMP) Node 2(POP 3)
Mail id of node 1 Mail id of node 2

Switch nodel@gmail.com node2@yahoo.in
ON Device needs Device is switched ON
to be ON ON
OFF Device needs Device is OFF
to be OFF switched OFF
Node
A 4
Environment
sensing
Output
h 4
Processor Driver :
»  circuit » Device

Fig. 4. Block diagram of communication between two nodes

Internet

Swtich

Node 1 Node 2

Node 1 has a mail id Node 2 has a mail
nodel@gmail.com node2@yahoo.in

Fig. 5. Communication among two nodes
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Select type of protocol

/\

Node 1 | | Node 2 |
\ 4 l
SNMP POP 3

Fig. 6. Protocol selection

For example, if a system administrator wants tovkno
how much traffic is flowing through network device,
she might poll the device using SNMP. Once the data
pulled from the router or switch, it can be inteted in a
number of different ways. Network traffic throughpsi
not the only thing you can monitor using SNMP.dt i
also used to monitor CPU usage, device voltage and
attributes and environmental conditions. For exanal
system administrator could monitor the temperatfre
a router chassis based on information obtainedutiiro
use of SNMP. These information is discussed inibeta
in this work (CERT®CC, 2002).

2.12. Post Office Protocol 3 (POP 3)

This protocol is the most often used protocol for
receiving email over the Internet. A connectionato
POP3 server must be made in order to read email.
However, POP3 is by far the most common protocol
for reading email from an email account. Once
connected, the email messages in an account are
numbered (starting with 1) and the account is ldcke
This number identifies email in the account. The
account is not renumbered when email is deletetl, bu
it is renumbered after the connection is closedlyOn
one connection to your POP3/IMAP account is
allowed at any one time. Once connected, any new
arriving email is not posted until you have clodbd
connection (UsersManual, 2013).

2.13. Experimental Setup

The Procedure for network initialization of Wi-Hic
LAN in Raspberry Pi are tabulatedTrable 3 andTable
4. The Raspberry Pi is a credit-card-sized singlartho
computer developed in the UK by the Raspberry Pi
Foundation. The hardware implementation of sensor
side interface in IOT and device side interfacedOmn
as shown in th&ig. 7 and 8.
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Switch
B e B R1
» o © 3 $—>3
220
H R2yq
2 —r
Where

-

I-pin 1 (3.3 v from raspberry pi)
2-pin 2 (ground from raspberry pi)
3-pin 3 (to GPIO 24 of raspberry pi)

Fig. 7. Sensor side interface in loT

1

—

R3 a1 o

2 = H]
where

1-Pin 1(from Raspberry P1)
2-Pin 2( Raspberry Ground)
3-Pin 3(GPIO 25 from Raspberry Pi1)

Fig. 8. Device side interfaced in IOT

Table 3. Wi-Fi initialization of raspberry Pi Table 4. LAN initialization of raspberry Pi

Wi-Fi network initialization in raspberry Pi LAN Network initialization in raspberry Pi

Auto lo Iface lo inet loopback

iface lo inet loopback Iface eth0 inetdhcp

auto wian0 allow-hotplug wlan0

allow-hotplugh wlan0 aflow-notplug

iface wlan0 inetdhcp iface wlanO inet manual

wpa-ssid “mgruniv” #wifinetwort name wpa-roam /etc/wpa_suppplicant/wpa_supplicant.conf
wpa-ssid “samurail23” #wifi password iface default inetdhcp
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3.RESULTS 4. DISCUSSION
The following two snap shotsFig. 8 and 9) of Previously Many 10T related research work has been
mail boxes indicates that node 1 sent the maildden  conducted under different names such as pervaside a
2 using their specified mail ids. Selected optiowil  ubiquitous computing, wireless sensor networks smd

id and sensor 10T sent mailbox are shown as 1,2 an forth. In the research work of (Erigt al., 2013), they

3 in the snapshots. The&g. 10 shows the mail box of  discussed about data from the sensors could bearead
Device loT. It indicates that node 2 receive theélma accessed through mobile RFID readers or smart [shone
from node 1 using their specified mail ids. Devio& They discussed loT Architecture is an integratidn o
mail, inbox of Device IoT received mail from node 1 heterogeneous Wireless Sensor and Actuator Networks
as shown as 1 and 2 in snap shot. Fig 11 shows (WS and AN) into a common framework of global scale
the Device IoT mailbox which clearly indicates the and made available to services and applications via

mail received from Sensor IoT. universal service interfaces.
GO glc n Hi sensori%47@gmail com -e
Gmail = - le; More ~ 1-50 of 214 > Q-
[ couros | To:me Sensor Status - Dear Dvice, Sensor Status s “Devis OF Thanking Yo, Sensor 03
Inbox To: me Sensor Status - Dear Device, Sensor Status is Device hanking You, Senso Jan 3
stared To: me Sensor Status - Dear Device, S¢ Jan3
Important
| Sent Mail o To: me Sensor Status - D Jan3
Buahs ] To: deviceryte ddd - Doar D Jan3
More =
To: me Sensor Status - Dear Device. dan3
B sensoc
To: me Sensor Status - D) Jan3
To: me Sensor Status - D Jan3
To: me Sensor Status - D Jand
= To: me Sensor Status - De dan3
To: me Sensor Status - Dear Dice, Se Jan3
To: me Sensor Status - Dear D Jan3
To: me Sensor Status - Dear Davice, Sensor Status is Device Jan3
[} To: me Sensor Status - Dear Devvce Jand
Fig. 8. Selected option (2) Mail ID and sensor IOT (3) sen®T sent mailbox
GO SIL n £ sensort34Tiggmai com «
Groail - - L [} [ R 10 nbom L3 e + Tl > o]
Deferonti Presune Sevson - www testo e Dvierentisl Fressgurm - Tests Dlersntul Presaure Senssr Azcurste, Pamable, Retabie & More
'1b°' Sensor Status as

Water Data Logges

| o sarso 19T @gmail coen dan 3 f darys age) -
Drasts (1) Dear Divice,
Mo~ Sansor St in Device OF o
B i Thaniking You,
- Sersor
=

Differential Prassure Sensors
Testo Diffprontinl Pressere Samior. Accurate, Potable, Rekable & Mom

Fig. 9. Selected option (2) sent mail of sensor 10T
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HoO! ... J— n

B compos # ok | Booenr Bnvove- @speme B o = Colspse message cards *

& Inbox 10} Sensor Status

sensorlITEgmall.com
To

Reply, Raply All of Formard | More

Fig. 10. Device IoT mail (2) inbox of device 10T received itfeom sensor1947@gmail.com

YAHOO! Exm o n

Fig. 11. Selected option (2) device IoT mail (3) Inbox shagvimails received from sensor IOT

5. CONCLUSION demonstrate that node 1 writes the control actiohe
taken at the mail nodel@gmail.com and node 2 opens
We propose Self powered energy aware nodesthe mail reads the message content and appropriate
which are enabled by Wi-Fi network and capable action is taken place. Future direction of studwlkh
of communicating self using mail box based on focus on connecting IoT in a grid with more nodes
Internet of Things. In this setup all the nodes is coordinating (without a domain mode) in the Intdrne
connected to one another through Wi-Fi and Protocol address space.
communicates on the Internet Protocol version
6(IPv6). Here two nodes are accessing their own 5. REFERENCES
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