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ABSTRACT

Black hole or packet drop attack is a denial o¥iserattack on routing protocols in which maliciouzdes
fabricate routing information, attract packets esuthrough them and then deliberately drop theskgqts.
Most of the black hole attack simulations are panfed by constantly fabricating routing informatiand
thus consistently attracting packets to them, wisimh be easily detected by the intrusion detectimtem.

In this study, a complicated and difficult to detbtack hole attack is proposed. The malicious soutdy
perform packet drop when they are in the advantag@asitions or locations in the networks. Thiglgtu
investigates the impact of the proposed black htck performed by random as well as critical sode
the network performance. Critical nodes are nobasreside along the most active traffic paths sdlts
show that the attacks performed by these node=csigsificant damage to the networks or substantial
reduction in packet delivery ratio in comparisorittat of random nodes.
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1. INTRODUCTION particular, the networks can easily be crippledthg
Denial of Service (DoS) attacks, such as the infano

Mobile ad hoc networks, also known as MANETs black hole or packet drop attack.
have been proven beneficial in many applicatiorasire Many researchers have simulated black hole
Due to their unique network characteristics, theyen  attacks in their works and provided detection and/o
been deployed in many networks including the army prevention mechanisms as well (Yerneni and Sarje,
tactical networks, battlefield surveillance netwgrgost-  2012; Thachil and Shet, 2012; Osathanunkul and
disaster emergency networks, environment and habitaZzhang, 2011; Kurosawet al., 2007). However, most of
monitoring networks and traffic control networks. the black hole attacks simulations have been choig

MANET consists of mobile, tiny, low-powered by randomly assigned some nodes as the attackers. |
battery devices with limited processing and storageaddition, the attackers consistently fabricate ingut
resources. Being an ad hoc network, MANET is aninformation and thus attract all packets to themcts
infrastructure-less network whereby the communicati behavior can be easily detected by the Intrusioleden
among the nodes is done through multi-hop thahés t System (IDS). We propose a more complicated black
neighboring nodes forward the data for the sernfdgrei hole attack. The attacks are only performed when th
destination is not within the sender’s transmissamge. nodes are in the advantageous positions or loaation
In other words, each mobile node in the networks as  within the networks. Thus, with such intermittetiaaks,
both a router and a host. Communication of mulp-ho the traditional IDS may not be able to detect such
wireless networks however has its own disadvantagesbehaviors easily. In this study, we simulate suitacks
which includes being susceptible to many attacks. | in two different scenarios, with randomly distribdt
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attackers as well as with selectively distributétdckers In order for node Src to send packets to node iDst,
and study the impact of the attacks to the networkhas to generate a RREQ message and broadcastsit to
performances. We define randomly distributed atteck neighbors, in this case, A, C and D. The RREQ ¢osta

as nodes that are randomly chosen to be attackerthe last known destination sequence number, inctse
regardless of their positions or locations in teéworks. ~ the Dst sequence number. The destination sequence
Meanwhile, the selectively distributed attackeesmodes ~ humber is an important attribute in RREQ that
that reside along the most active traffic withine th determines the fres_hness of a particular route.sTHu
networks. Some packet loss activities are expeied &ny of the neighboring nodes has a fresh enoug tou

both scenarios but major packet loss, thus sigmifly DSt't it will send ?1 RR_{[EE mess?%e to Sfrc.ijn the
degrade the performance of the networks, can pefontrary, in case where it does not have a fresign

anticipated from the selectively distributed attsrsk route to Dst, it will forward the RREQ packet i it
Th% rest of the study is o)r/ganized as follows. Ha t neighbours and this activity is repeated until plaeket

) : . . reaches Dst. When Dst receives the RREQ packet, it
following subsections, we discuss some of the ladtac o
MANETs with detailed explanation on the black hole sends a RREP packet to Src. When node Src redéives

attacks, some of the related works on simulatieghiack RREP, a route is estabhshed._ In case where Setve .
. . multiple RREPmessages, it will select the message with
hole attacks and the implementation of the propbémck L
i ' the largest destination sequence number value.
hole attacks. In section 2, we describe the paemsesed
in the experiments. In section 3, we present tmeilsition 1.1.1. Black Hole Attacks
results of attack-free networks, as well as netaarith

effective black hole attacks by random nodes aititair Black hole attack is also known as packet drop as
nodes. Section 4 discusses the simulations findingsve ~ Well as sequence number attack. This attack idyeasi
conclude the work in section 5. implemented in AODV during the route discovery

) process. In this attack, a malicious node adveriisel!f
1.1. Attacksin MANETS as having the shortest path to the destination raodk

Table 1 shows some of the attacks in MANETS, thus will be selected against o'gher nodes to fouiWE}e
based on protocol stacks. The attackers are kngvievp ~ P2ckets for the sender. In specific, the attackeges its
names, namely malicious, selfish and misbehavintpgo ~ destination sequence number by having a relativg
The nodes that attack with the intention of briggitown destination sequence number, thus pretending te tev
the network, such as by performing Denial of Servic Tesh ~enough route to destination. In general
(DoS) attack are called malicious nodes. MeanwhileImplementation, the legitimate node with the steirth
selfish nodes are those that optimize their owm gaid to the destination would increase its destlnatmusnce
neglect the welfare of other nodes, such as bypingp num_ber’_s value by 1, but the attacker would inceeits
other nodes’ packets in order to conserve their owndestination sequence number's value by a largeevalu
energy. These nodes are sometimes called misbghavinsuch as 10. Thus, this attacking node will thenirbe
nodes, as they are not being cooperative or ddolotv favored against others and once the forged rowgeban
the protocols specifications. established, it becomes a member of the actives rand

Network layer or routing attacks are the curretackt  intercepts the communicating packets. The attatien
trends been heavily studied. Among ad hoc routingdrops all of the incoming packets routed througlrnitl
protocols, the reactive Ad Hoc On-Demand Distancethus creates a black hole in the networks.

Vector (AODV) (Perkins and Royer, 1999) and Dynamic ~ Alternatively, the attacker may choose to drop only
Source Routing (DSR) (Johnson and Maltz, 1996) selected incoming packets routed through it. In
protocols are the most widely deployed. In respanse accomplishing the attack selectively, the malicioasle
any link breakage or changes in the network topgldwe only drop the packets based on certain criteria stscfor
protocols perform route discovery to quickly find @ particular destination, at the certain time, akpé for
alternative routes. The source node floods the awtw €very n packets or everyseconds, or randomly selected
with control messages known as Route Request (RREQportion of the packets. Such attack is known asay g
and expects a Route Reply (RREP) packet in retarn. hole attack and it is more difficult to detect wngparison
AODV, the intermediate nodes with the best patlhieab to dropping all packets that come in. As mentioned
the destination node will respond to the sourceenod earlier, the black hole attack is a type of Do&aktand
Since our work will be focusing on AODV routing thus, can be used as the first step to the mariddien
protocol, we will only include detailed explanatiohits attack, where the malicious node may monitor, delay
route discovery, as depictedrig. 1. delete or manipulate the data packets.
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= Route Request (RREQ)
€ --- Route Reply (RREP)

Fig. 1. An AODV discovery process

Table 1. Security attacks on MANET protocol stacks (Wual., 2010)

Layer Attacks

Application layer repudiation, data corruption

Transport layer session hijacking, SYN flooding

Network layer wormhole, black hole, Byzantine, floay resource consumption, location disclosureckta
Link layer traffic analysis, monitoring, disruptiddAC, WEP weakness

Physical layer jamming, interceptions, eavesdroppin

Multi-layer DoS, impersonation, replay, man-in-tméddle

. . compared its PDR result against that of the trawiati
1.1.2. Attack Detection Metric AODV within the under-attack networks. They
The presence of the black hole or packet dropkdtac simulated 20 to 50 mobile nodes under various speed
in the networks is generally determined by the Back from 5 to 40 m seé for 50 sec. However no specific
Delivery Ratio (PDR) value. It is one of the most information on the black hole attack implementatias
common metrics used to evaluate the performances obeen provided, including number of attackers and ho
the routing protocols, among other metrics inclgdin they have been selected. The results however shwatn
throughput, end-to-end delay, overheads and jé®r with black hole attacks within the normal AODV
reported by Broclet al. (1998). The PDR is calculated as networks, the PDR has been significantly reduced to

follows Equation (1): between 5 to 30% only. Meanwhile, the proposed
method is able to thwart the attacks effectivelyhwits

pDR = = received packets at application la @ high PDR resulting value ranging from 60 to 80%.
Y. sent packets at application layer With no details given on the number of attackers,do

not know the percentage of attackers within the
Thus with the black hole or packet drop attackthen ~ networks. We could only assume that the attackers a
networks, the PDR percentage should have beerrandomly selected and the impact of the attacker or
deteriorated. The decreasing of the percentageD#t P attackers to the networks is based on the PDR teesul
somehow varies due to different parameter settisgsh given. With limited information, no correlation meten
as random node movements and different sourcethe packet drop percentage and number of attadkers
destination established connections. Next sectionthe networks can be made. In this study, the sitiwa
discusses in details few of the black hole attackswas performed for the duration of 50 sec. The
implementations, detection methods as well asdisadvantage of having a short simulation time heexe
prevention methods using NS2. is that many source-to-destination connections naty
get properly established when the simulation ends o
1.2. Related Works other words, the network has not reached its stable
Yerneni and Sarje (2012) implemented a securestate. This could contribute to low PDR percentage
AODV, known as Opinion AODV (OAODV) and within the network due to a number of data packeds
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have not been received by the destination nodesiwhe performances of MANETs with attacks presence,
the 50 sec simulation time ends. including Huanget al. (2003); Stamouleet al. (2005)
Thachil and Shet (2012) proposed a trust basedand Kurosawaet al. (2007) is 900 sec or longer. All of
approach to mitigate black hole attack in MANETs. the abovementioned highly cited works are followihg
They simulated 50 mobile nodes with speed of 20 mwork of the pioneers in MANETS (Broct al., 1998).
sec” for 500 milliseconds and 1000 milliseconds. They  The implementation of black hole attacks in these
deployed different number of malicious nodes, froro ~ discussed works is performed in such a way that the
25 nodes or up to 50% of the network population. malicious nodes always fabricate routing informatio _
However, no detailed explanation is given on the @nd thus always attract packets to them. Thus, it
attackers’ selection and thus can be assumed rdpdom €Xplains the collapsed network even with the presen
selected. As expected, with more attackers in thef Only 5 attackers in a 50- node network as regublty
networks, the PDR value deteriorates even reacb¥ag Thachil af‘d Shet (2012) and with the presence of 3
or collapsing the whole normal AODV network when attackers in 50- and 100- node netvyor_ks as repdnyeq
there are 5 or more collaborative attackers in theOsathanunkuI and Zhang (2011) within a short period

networks. Their proposed method however is able toO]c time. H_owevgr, we take a @fferent approach. The
mitigate the attacks effectively and thus, causesneXt section discusses our |mplementat|on of the
. proposed black hole attack in details.
minimal damage to the networks. The graph shows
considerable reduction of PDR value when the 1.3. Effective Black Hole Attacks
proposed method was employed, that is the PDR value
maintains at 80% when there are 5 malicious nodds a
deteriorates afterwards to the lowest of 70% fo@QLO
milliseconds simulation time and to the lowest 6P/
for network with simulation time of 500 millisecosd
Similar to Yerneni and Sarje (2012), this work bagn
simulated within a short span time, thus may have ) .
suffered from the abovementioned effect. comparison to nod_es that atiract pgckets mte_rrmiyte
Osathanunkul and Zhang (2011) present a solutionIn our |mplemeqtat|on, the nodes will anly fabrtea_he
called Secure Expected Transmission Count (SETX) to"outing information yvhen they are at the approp_nat
counter black hole attack. They simulated 50 to 1002dvantageous locations, such as they are legitiynate
nodes with speed of 5 m S&dor 50 sec. They deployed within the paths of the forV\{arded packets. T.h|st0-s
1 to 10 malicious nodes and studied the network PDRPreVent the nodes from being detected by inteltigen
value respectively. As expected, the PDR steadilyagem or sensor that may have studied the locafidine
reaching 0% when there are 3 or more attackerkdn t Ndes that respond to have the shortest path to the
traditional MANETs. Their method has significantly destination. Similar detection method has been qsep
improved the network performance with the resulting €arlier by Leeet al. (2008), but in the case of mitigating
PDR value ranges from 60 to 10% for the network of Wormhole attack. They proposed each node gathers
size 50. Meanwh”e, in the network of b|gger Smt is information of its neighbors within two hOpS. Thiat
size 100 nodes, the PDR performance is betteresang €ach newly joined node broadcasts an announcement,
from 70% to the lowest of 25%. It can be concluttedt ~ Which is valid only within the next two hops. Altiagh
with higher percentage of attackers within the mekyy ~ the method is capable of preventing the attacks, th
the packet drop percentage increases. This exphdiys ~ requirement of maintaining two hops neighbors, keye
10 attackers within network of 50 nodes are morehash and TTL however limit the applicability of ghi
harmful than having 10 attackers within networkl6D method in a distributed system where there existida
nodes, assuming that all the attackers are of #éimees variety of participants. Thus, similar detectioohrique
capability. Similar to Yerneni and Sarje (2012) and may also be proposed to detect black hole attaoks,
Thachil and Shet (2012), the simulation time urederh which the sensor is to gather information of thelew
in this work is considerably short and thus alsy imave  within the destined traffic paths and thus the oialis
suffered from the abovementioned effect. It is wod nodes may be punished if they are not within these
mention that the common simulation time used by thelegitimate paths or in other words detected for
highly cited research works in studying the fabricating the routing information.

We propose a more complicated and difficult to
detect black hole attack. In particular, the fadtimn of
the routing information activity undertaken by the
malicious nodes is intentionally made inconsistéimat
is to avoid detection. Nodes that attract data etschll
the time are easier to be detected by the IDS in
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Transmission range 2

Overlapping nodes (ns, ng, N, N0, 1y3)

Transmission range 4

4

Fig. 2. MANET of 18 nodes with § ng, ne, N, and nzoverlapping nodes

In our implementation, malicious nodes only faktéca
routing information when they are at appropriate
locations, which are within the destined trafficthsa
Intermittent attacks or sporadic packet loss is emor
difficult to detect than the consistent attacks. $hfeulate
such effective attacks in two different scenariogth
attackers that are randomly distributed as welwih
selectively distributed attackers. We define ranigom
distributed attackers as nodes that are randondgeshto
be attackers regardless of their positions or lonatin
the networks. Meanwhile, the selectively distriloute
attackers are nodes that are located along the awtige
traffics within the networks. The nodes that residteng
the most active paths are called critical nodesythich
any disruption, in this case packet drop by thesges
may significantly degrade the performance of the
networks. Thus black hole attacks by these critcales
are expected to cause major damage to the netwgeks,
difficult to detect due to the intermittent attacks

Overlapping nodes, as shown Kg. 2 are good
candidates for critical nodes as they are resptnsio
forward packets from one cluster or one transmissio
range to another. Critical nodes have also beausied
by other researchers, especially in identifyingtical
nodes within the networks.

It is worth to mention that identifying critical des
within MANETS is a highly challenging task. Givehet
time delays of the diagnostic packet, the mobitifythe
nodes and the limited processing
determining the global network topology processnmsee

critical paths and thus, critical nodes in the meks.
Karygianniset al. (2006) approximate the global network
topology by employing a graph theoretic approackvels

as deploying network discovery algorithm. Meanwhile
Shivashankar and Varaprasad (2012) identified catiti
nodes in MANETs based on residual battery power,
reliability, bandwidth, availability and servicatffic type.

In this study, we simulate attack-free networks toash
analyze the enormous traffic information to deteemihe
network topology at certain given time. We thenntig
the critical nodes by focusing on the nodes thawvdod
packets the most during the simulation period. Bhisly
aims to investigate the impact of the effectivecklaole
attacks performed by randomly located nodes as well
critical nodes to the network performances, in terwh
PDR and packet drop percentage. Next section dissus
the simulation works in details.

2. MATERIALSAND METHODS

We simulate a condense MANET with 50 nodes
within a field size of 1500x300m using NS2. The
parameters for the simulations are givefable 2. The
nodes will move within the network space according
the random waypoint mobility model, in which each
node will move to a random location within the sfied
network area. Once the node arrived at the target
location, it will remain in that position for a sped

resources makedme, in this case the pause time, before moving to

another random location. In our simulation, we hagt

impossible. Thus, many resort to approximating themultiple pause time, ranging from 0 s pause (high

network topology, which is also able to provide fuke
information such as the network density, networlbifitg,
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networks behaviors under different stopping time.
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3.2. Networ kswith Random Attackers

Parameters Values .

Simulation Time 900 sec In this study, we have selected 5 random nodes as
Number of mobile nodes 50 the attackers, even before analyzing the forwarding
Topology 1500%300 m table of the networks. These nodes will only perfor
Mobility Model Random waypoint the black hole attacks when they are within thdided
Transmission Range 250 m traffics. We have chosen nodes 5, 10, 15, 25 anth35
Routing Protocol AODV be the attackers. Due to the extensive processing
Maximum Bandwidth 2 Mbps resources required to analyze the huge trace files,
Traffic . Constant bit rate have limited the study to the following pause times
Number of Traffic Sources 20 only: pause 0 (high mobility), pause 60 and 120
Packet size 64 bytes . - -

Packet rate 4 packets skc (mecjmm mobility), pause 300 (low mobility) and 90_0
Speeds 5. 15, 20 m Séc (static). The results of the network performancehwi

Pause Times 900, 600, 300, 120, 60, 30, 0 s Fandom node attackers are as showfif 4.

As expected,Fig. 4 shows network performance
degradation, with significant degradation in sorases,
in comparison to those in the attack-free MANET® du
to the deliberate dropping activity by the attagkin
nodes. With the presence of black hole attacksPR
alue has dropped, even significantly reduced &b 4ar
traffic of speed 20 m s&t with pause at 900 sec. Based
on the results obtained from the attack-free MANETS
(Fig. 3), it can be concluded that “unjustifiable” packet
dropping activity has occurred whenever the PDRieval
is below the 95% threshold value. With random nodes
been chosen as the attackers, we have seen that the
percentage of packet delivery ranges from 46.6t8%
3.1. Attack-Free Networks with average value of 77.2%. We expect even lower

In the attack-free networks we discuss the percentage of PDR in the networks with critical @®d
performance of its PDR under different speed rafes are chosen to be the attackers.
different pause times. In general, as the speddeofiode ; e
increases and with high mobility (pause 0, 30 a@y 6 3.3. Networkswith Critical Nodes as Attackers
the PDR percentage degrades as more path links thuea In this section, we study the network performances
to the node movement and finally lead to high packe when critical nodes are selected as the attackemsder
drops.Figure 3 shows the overall PDR performance for to identify the critical nodes, we studied the ratv
the attack-free networks, with all of the PDR patage  topology of various speeds and various pause tifmes.
are above 95%, as AODV quickly finds alternativetes particular, we identified 5 nodes that forwardee ithost
whenever there are broken paths. Within the att@ek- packets in the networks in every network scendiiese
networks, we have observed the packets drop pagent nodes will only perform the black hole attacks wilesy
is very minimal, such that the percentage of packetare within the destined traffics and since they atréhe
delivery ranges from the lowest of 94.9% to thehkig advantageous positions most of the time, they will
of 99.5% with the average percentage value of 96.8% perform frequent packet dropable 3 shows the critical
Many works have shown similar PDR results and thusnodes of different speed and of different pauses tim
we can safely assume that 95% is the PDR thresholdur experiments. It also shows the total percentfge
value for MANETs with standard routing protocol networks forwarded by these critical nodes. The PDR
implementation, that is without any packet dropping value would have significantly reduced if all parske
attacks (Yerneni and Sarje, 2012; Thachil and Shetforwarded to these critical nodes are deliberately
2012; Osathanunkul and Zhang, 2011; Kurosatva., dropped. In specific, the network would have been
2007; Stamoulet al., 2005). Thus, with packet drop attacks collapsed when more than half of the network teaffi
in the networks, we expect a significant perforneanc have been dropped by these nodes at speed 5 hasec
degradation, that is much lower PDR percentage. pause time of 900 sec.

The communication patterns deployed is the Constan
Bit Rate (CBR) connection with a data rate of 4keds

multiple movement speeds for the nodes, with theedp
of 5 m sec is to simulate people jog, 15 m Skés to
simulate a slow-speed moving car and 20 ni'siscto
simulate a car of a high speed.

3.RESULTS
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Fig. 5. Packet delivery ratio of MANETS with critical naglasattackers

Table 3. Critical nodes of different network scenarios

Critical Nodes Total percentage of forwarded

Speed (m/s) Pause time (descending order) packéis networks (%)
5 0 45, 31, 28, 42, 17 21.20
60 29, 32,19, 27,9 21.23
120 34,16, 45, 3,9 23.95
600 30, 3, 24, 14, 12 31.61
900 3,19, 45, 48, 21 51.81
15 0 17, 27, 10, 29, 16 19.89
60 4,40, 17, 48, 19 18.93
120 36,0, 4, 20, 10 20.27
600 2,32,4, 35,16 31.96
900 31, 16, 18, 48, 10 48.29
20 0 30, 34, 45, 25, 32 17.12
60 10, 19, 23, 45, 38 17.93
120 16, 36, 10,9, 2 24.49
600 41, 15,1, 42, 49 30.36
900 42,29, 35, 34, 10 47.10

FromTable 3, we can conclude that the critical nodes sec'. This could only mean that these nodes are within
vary from one network scenario to another. The fitgbi  the active paths numerous times, thus part ofcatiti
of the nodes, which act as routers at the same tiime nodes for different network scenarios. Howeverjsit
forward neighboring packets, has made determiningworth to mention that the reason for high packetpdr
“universal” critical nodes impossible. Suffice teention percentage in the network with random attackers of
that from observation, some nodes appear few times speed 20 m s&t with pause at 900 sec is because one of
different scenarios such as nodes 3 and 9 in nkbnair  the random attackers, namely node 10 is part of the
speed 5 m sét nodes 4 and 10 in networks of speed 15 critical nodes Table 3). Figure 5 shows the damage that
m sec' and nodes10, 42 and 45 in networks of 20 mthese attackers have caused to the networks.

,///4 Science Publications 1729 JCS



Raja Azlina Raja Mahmood et al. / Journal of Comp8t&ence 9 (12): 1722-1733, 2013

With critical nodes been chosen as the attackkes, t average, the packet drop rate is about 21.47%édoh e
percentage of packet drop in the networks has ase@  network scenario which can still be considered as
significantly, ranges from the lowest of 33.6% tet having less devastating effects to the networks.
highest of 62.1%, with average of 42.1% packet As mentioned earlier, attacks by critical nodes loan
dropping. Such high percentage of packet drop couldcatastrophic. The total network could collapse if
definitely bring down the whole networks. Thus, the Cooperative attacks are launched by the attackets as
PDR value is significantly lower than those of rand  the case of network with speed 15 m Semd pause 900

attackers, in which the percentage of packet defive S€C With 62.15% packet drop rate as well as network
ranges only from 37.9 to 66.4% with average valfie o with speed 20 m sétand pause 900 sec with 51.72%

only 57.9%. The most devastating impact was atépee packet drop_rateFQg. .7)’. in which huge’_proportlon of
o : network traffics are within the attackers’ influenc
15 m seC with pause time of 900 sec, whereby : )
Figure 7 shows high percentage of packet drop by

62.15% of the packets supposedly to be forwarded - : .

. . the critical nodes on various network scenarios. In
have been dropped deliberately. This result shdmas t .
bv choosing the attack tully. the | ‘o general, on average, the packet drop rate is atbitt%
y choosing the attackers caretully, the impac 8N for each network scenario, which is double the dte
overwhelmingly dangerous to the networks, even

? that of random nodes. In particular, within theesh& m
though the attackers just made up 10% of the N&wor gt natwork scenarios, the packet drop rate ranges fro

population. Thus, the result has demonstrated dhat 34 7 to 44.7%, with average value of 39.6%. Fownek
effective black hole attack performed by the catic  gcenarios of speed 15 m Sedhe rate ranges from 33.6
nodes causes significant damage in comparisoneo thtg 62.19%, with average packet drop values of 45.7%
damage by the randomly assigned attackers. Morerinally, for network scenarios of speed 20 mSethe
importantly, due to the intermittent packet drop rate ranges from 33.6 to 51.7%, with average pasbiag
activity within the networks, it is more difficutb be values of 41.2%. In summary, the packet drop

detected by the IDS. percentages by the critical nodes are about dotlige
drop percentages by the random nodes and thus have
4. DISCUSSION more devastating impacts.

In summary, we can conclude that the packet drop
percentage shown by both random and critical
attackers are between 5 and 62%. Unlike other works
reported earlier, the packet drop percentage hasrne
reached 100% even after the 900 sec simulation time
ends. Yerneni and Sarje (2012) reported their PBR h
been significantly reduced to only 5%, which means
95% of packets have been dropped within that small
span of time or 50 sec simulation time. Meanwhie a

Based on the PDR results showrFiig. 4 and 5, we
can conclude that having the critical nodes asldts
cause a devastating impact to the network perfocman
even catastrophic at times. On the contrary, theclkd
by the random nodes have less devastating impade t
networks, although at speed of 20 m$ewith pause at
900 sec, the PDR value has significantly droppeahity
47%. This proves that the random nodes are pattef
active paths for that particular network scenario. ; ) )
However, if the randomly chosen attackers are'€POrted by Thachil and Shet (2012), their resgltin
somehow not part of the active paths, the packep dr PDR is reduced to 0% or in other words 100% of
activity may only occur few times or even not takin Packets have been dropped, when there were 5
place at all. Figure 6 shows the packet drop attackers in the networks within the short 500
percentage by random attackers on various networHT]i”iseCOﬂdS and 1000 milliseconds of simulation
scenarios. In particular, within the speed 5 m 5ec time. Osathanunkul and Zhang (2011) reported their
network scenarios, the packet drop rate ranges fronPDR reached 0% when 3 malicious nodes performed
6.8 to 21.9%, with average value of 16.1%. For black hole attacks within the 50 sec simulationetim
network scenarios of speed 15 m Sethe rate ranges This shows that consistent packet drop activityhimit
from 14.9 to 32.4.9%, with average packet drop @alu the network by the traditional black hole attacksild
of 22.3%. Finally, for network scenarios of spedll 2 collapse the whole networks in short time. However,
m sec’, the rate ranges from 20.7 to 32.4%, with at the same time, such consistent packet drop behav
average packet drop values of 26%. In general, oncan be easily detected by IDS.
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In this preliminary study, we only consider the non in the networks would help not only in launching
real time network traffic information in MANETs. We damaging attacks but also in the efforts to thveaxth
investigate the damage done to the networks when thmalicious attacks efficiently. For instance, impésrting
critical nodes are chosen as the attackers, in adsgn attacks prevention and detection mechanisms oicadrit
to the randomly chosen attackers. In identifying th nodes and not on all of the nodes in the networkg be
critical nodes, we analyzed the network traffic cost effective, such that it reduces the computatio
information from the enormous NS2 trace files ahdse costs of these resource scarce networks. In futon,

5 nodes that forwarded packets the most in variouswe plan to employ few detection algorithms on caiti
network scenarios. The forwarding table of eackvosk nodes and study their effectiveness in detecting ou
scenario is huge and thus requires extensive reseuo proposed black hole attacks in MANETS.

compute the packet drop percentage of different
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