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Abstract: Multidrug-Resistant bacteria (MDR) are the most serious threat to 

public health. The number of infections caused by resistant strains is on the 

rise all over the world. At this time, new techniques for developing 

antimicrobial drugs are becoming necessary. Metallic Nanoparticles (MNPs) 

in the biomedical field are one of the most promising methods to overcome 

antibiotic resistance. Nanoparticles have recently been used as antiseptics 

and antimicrobials to treat a variety of diseases, including Gram-positive and 

Gram-negative bacteria. The disruptions caused by nanoparticles to bacterial 

cells include changing bacterial cell walls, denaturation of bacterial DNA and 

inhibition of bacterial replications. These processes are still, however, not 

completely understood. The DNA damage caused by Nanoparticles (NPs) results 

from penetrating the bacterial cell membrane due to its small size and large 

surface area. This action causes bacterial DNA replication to be disrupted. The 

use of nanoparticles still presents a therapeutic challenge and much further 

research is needed to solve this. This review covers the latest approaches to 

developing new nanobiotechnology techniques that may challenge medical 

practice to fight against bacteria, particularly MDR bacteria. The study also 

discusses the up-to-date information about the bacterial resistance mechanism 

against various antimicrobial agents, identifying the mechanism(s) that can be a 

therapeutic target. It also discusses the genetic background to silver nanoparticles 

resistance. 1. Introduction. 2. Mechanisms of Multi-Drug Resistance Bacteria. 

Antibacterial Mechanisms of Nanoparticles. Role of nanoparticles in 

therapeutics and drug delivery. Bacterial resistance to NPs.1 General resistance 

mechanisms. Bacterial resistance to silver 6. Conclusion. 
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Introduction 

Multi-drug resistance bacteria have become 

significant public health problems that raise the need to 

develop novel bactericidal materials. This acquired 

resistance of pathogens presents a key challenge for many 

antimicrobial drugs (Baptista et al., 2018). The antibiotic 

resistance crisis has been attributed to the overuse and 

misuse of these medications. Antibiotics exerts selection 

pressure on bacteria, resulting in their genetic flexibility 

and the appearance and continuation of antibiotic 

resistance. Besides, the number of different forms of 

antibiotic resistance mechanisms has grown over time 

(Klemm et al., 2018). The genes coding for resistance to 

antibiotics is not easily lost once evolved in a bacterial 

population, in addition to the constant development of 

resistance (Moodley, 2014). Besides resistance 

mechanisms are developed, it becomes harder to provide 

a treatment that can effectively combat this multi-drug 

resistant phenomenon (Livermore, 2003). With the 

increasingly complex mutations that occur within 

bacterial species that allow them to develop drug-

resistance mechanisms, less and less time, funding and 

effort are channeled into drug development (Ventola, 

2015). Antibiotic treatment of bacterial infections is a path 

that is becoming increasingly hard to achieve. There are 

some difficulties in administering many antimicrobial 

drugs because of their low water solubility, cytotoxicity 
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to healthy tissues and rapid degradation and clearance in 

the bloodstream (Ahangari et al., 2013).  

Recent advances in nanotechnology offer new 

prospects to develop novel formulations based on distinct 

types of Nanoparticles (NPs) with different sizes and 

shapes and flexible antimicrobial properties. NPs may be 

a promising way to fight bacteria by acting as drug delivery 

systems and natural antimicrobial agents (Wang et al., 2017). 

Several studies have previously demonstrated that 

nanoparticles and particularly MNPs overcame these issues 

and facilitated antimicrobial delivery to microbial infection 

sites (Ahangari et al., 2013).  

Mechanisms of Multi-Drug Resistance 

Bacteria 

All the way through history, there has been a brutal 

fight between humans and pathogenic microorganisms 

due to the severe infections caused by pathogens. To 

overcome the disease of microorganisms, the use of 

antimicrobial agents came into existence long back. 

The first and foremost antibacterial agent, penicillin (a 

specific antimicrobial agent against bacteria), 

revolutionized the entire world in the 1940s. The 

widespread use of antimicrobial drugs (penicillin and 

sulfa drugs) started in the 1950 s. Since then, many 

antibiotics have been developed and used for the 

treatment of several diseases. However, the satisfaction 

of defeating pathogenic microorganisms was short-

lived due to the emergence of antimicrobial drug 

resistance in microorganisms. The ability of 

microorganisms to resist the effect of a previously used 

drug to destroy them is known as antimicrobial drug 

resistance and it is a serious problem in science. 

The various drug resistance mechanisms present in 

bacteria have been discussed below (Carpenter and 

Chambers, 2004; Zhu et al., 2010): 

 

a) Components of the bacterial envelope (glycocalyx, 

cell wall, or plasma membrane) can prevent the drug's 

penetration and entry inside, thus making the 

bacterial cell resistant to a particular medicine. For 

example, the attendance of outer membrane in many 

gram-negative bacteria makes them resistant to 

various antibiotics such as rifampin, penicillin, etc. 

b) Several pathogenic bacteria have not-specific 

transporter proteins known as “efflux pump” in their 

plasma membrane, which can expel the drug from a 

cell and make the bacteria resistant. From the first 

drug-resistant efflux pump discovered in the 1990s, the 

development in molecular microbiology has led to the 

characterization of many efflux pumps in Gram-positive 

bacteria including Methicillin-Resistant Staphylococcus 

Aureus (MRSA), Streptococcus pneumoniae, 

Clostridium difficile, Enterococcus spp. and Listeria 

monocytogenes and Gram-negative bacteria such as 

Acinetobacter baumannii, Escherichia coli, 

Klebsiella pneumoniae, Stenotrophomonas 

maltophilia, Campylobacter jejuni, Pseudomonas 

aeruginosa, Neisseria gonorrhoeae, Vibrio 

cholerae and Salmonella spp (Sharma et al., 2019) 

c) Bacteria can develop resistance by causing a 

structural transformation of the drug being used, 

rendering it inactive. For example, the enzyme β-

lactamase, which is found in many Staphylococci 

species, hydrolyzes the β-lactam ring of penicillin, 

rendering it inactive and unable to destroy bacteria. 

Similarly, the acetyltransferase enzyme found in 

some bacteria makes them resistant to antibiotics, 

especially chloramphenicol, since it causes 

acetylation of the amino group present in 

chloramphenicol, which causes it to deactivate 

(Domalaon et al., 2018) 

d) Bacteria may also develop resistance to a drug by 

altering their cellular structures (such as the 

peptide bridge in the cell wall, the ribosome, etc.) 

as well as the enzymes that the drug targets. Their 

bacterial metabolism is improved, as a result, 

making them less susceptible to the antibiotic 

(Domalaon et al., 2018) 

e) Pre-existing genes on the bacterial chromosome or 

plasmid may also cause antibiotic resistance. A 

bacterial cell may also acquire these genes by lateral 

or horizontal gene transfer (Sultan et al., 2018) 

 

Antibacterial Mechanisms of Nanoparticles 

Nanomaterials have at least one measurement in the 

nanometer scale range (1-100 nm) that convey particular 

physical and chemical properties considerably different 

from those of bulk materials (Wang et al., 2017). 

Nanoparticles have sparked particular interest among the 

diverse range of nanomaterials. Nanoparticles have many 

characteristics that make them perfect as drug delivery 

vehicles for disease-causing pathogens. Nanoparticles, 

especially metal nanoparticles, have become increasingly 

popular in biomedical research in recent years. Because of 

their unique properties of small scale, large area-to-

volume ratio, high reactivity to living cells, high-

temperature stability and cell translocation, they are used 

in bioimaging, drug delivery and other diagnostic and 

therapeutic applications. Metal nanoparticles have always 

been used against several diseases; in the past, it found use 

as an antiseptic and antimicrobial against Gram-positive 

and Gram-negative bacteria (Halawani, 2016). 

Metal nanoparticles have been widely used in a variety 

of medical applications. Gold Nanoparticles (AuNPs) are 

widely reported to be guiding an astounding rebound and 

are particularly exceptional among them. AuNPs have 

gotten a lot of interest because of their multiple, unique 
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functional characteristics and ease of production. Their 

intrinsic features (optics, electronics and physicochemical 

characteristics) can be altered by changing the 

characterization of the nanoparticles, such as shape, size 

and aspect ratio. Their intrinsic properties (optics, 

electronics and physicochemical properties) can be 

adjusted by modifying the nanoparticles' characterisation, 

such as form, size and aspect ratio (Hu et al., 2020). 

Among metal nanoparticles, Zinc Oxide Nanoparticles 

(ZnO NPs) are interesting because to their unique 

advantages, which include a broad band gap, a high 

binding energy and a strong piezoelectric property. ZnO 

NPs, which can have a wide range of nanostructures, are 

thought to be biosafe, nontoxic and biocompatible and 

have been used in a variety of technologies and 

industries including optoelectronics, piezoelectric and 

magnetic sensors, biodiagnosis, biological labeling, 

environmental protection, biology and the 

pharmaceutical industry (Selim et al., 2020). Zinc 

oxide nanoparticles are widely known to be 

antibacterial and to inhibit the growth of 

microorganisms by penetrating the cell membrane. 

Oxidative stress causes lipid, carbohydrate, protein and 

DNA damage (Siddiqi et al., 2018).

 

 
 

Fig. 1: Different mechanisms of action of Nanoparticles (NPs) in bacterial cells 
 
Table 1: Types of antimicrobial nanomaterials and their antimicrobial mechanisms (Shaikh et al., 2019) 

Nanomaterial Antimicrobial mechanism 

Silver Damages DNA and electron transport; disruption of the cellular membrane. 

Gold Heavy electrostatic attraction to cell surfaces; accumulation at and interaction with cell membrane and wall 

Copper Oxidative stress and DNA degradation; membrane damage 

Zinc oxide Damage to the cell membrane; accumulation inside the cell and production of toxic H2O2 

Titanium dioxide Damage to cell membranes and walls; production of toxic reactive oxygen species 

Chitosan Disruption of cell membranes; inactivation of enzymes; chelation of trace metals 

Nitric oxide-releasing NPs Release of nitric oxide and production of reactive oxygen species 
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In the most recent studies, nanomaterial antibacterial 

activity is attributable to at least one strategy of the 

following: Inhibition of cell wall and membrane synthesis, 

generation of toxic Reactive Oxygen Species (ROS), energy 

transduction disruption, enzyme inhibition and reduced 

DNA production (Weir et al., 2008). Some well-

documented antimicrobial nanomaterials are described 

in Table 1 and their probable antibacterial mechanisms 

are detailed in Fig. 1. In general, NPs interaction with 

procaryotic and eucaryotic cells depends on size, 

shape, surface charge, functionalisation and core 

structure are important factors that determine the 

biological effects of nanoparticles, such as cellular 

uptake, cellular activation, as well as intercellular 

distribution (Helmlinger et al., 2016). 

Role of Nanoparticles in Therapeutics and 

Drug Delivery  

As described above, NPs can fight bacterial and 

microbial resistance on their own and act as the "medium 

and carrier" of antibiotics. Nanostructured materials may 

circumvent drug resistance mechanisms in bacteria and 

associated with their antimicrobial potential, inhibit 

biofilm formation or other important processes 

(Baptista et al., 2018). The mechanisms of drug 

delivery based on NPs, however, differ from those 

previously presented. Many types of nanoparticles are 

presently used for drug delivery (Daeihamed et al., 

2017) Solid Lipid (SL) NPs, (Naseri et al., 2015; 

Kakkar Thukral et al., 2014), polymer-based NPs, 

polymer mice, inorganic nano-drug carriers (such as 

magnetic NPs, carbon nanomaterials, mesoporous 

silica NPs and quantum dots), terpenoid-based NPs, (Abed 

and Couvreur, 2014) and dendrimer NPs (Liu et al., 2015). 

In comparison to conventional delivery systems, NPs 

have the following major advantages. 

Size 

Nanoparticles' ultra-small size and controllable size 

make them ideal for antimicrobial activity and fighting 

bacteria intracellularly (Ranghar et al., 2014). Treatment 

of infectious diseases caused by drug-resistant strains is 

more complicated by antibiotic use (Andrade et al., 2013) 

due to low membrane antibiotic transport. 

Protection 

Carriers of NPs may increase serum antibiotics and 

protect drugs from the resistance of target bacteria. Drugs are 

protected from harmful chemical reactions within NPs 

carriers; therefore, the efficacy of drugs can be maintained. 

Precision and security: NPs carriers can target an 

infection site using antibiotics and decrease systemic side 

effects. High-dose drug absorption at the target site is 

challenging to encourage while avoiding side effects 

(including drug toxicity) when using traditional 

antibiotics without a carrier. Antibacterial drug delivery 

systems based on NPs deliver the drug to the site of action 

while minimizing side effects. Because of the higher dose 

administered to the infection site, the unwanted side 

effects of antibiotics on the body are weakened.  

Controllability: Antibiotics can be released in a flexible 

and controlled manner. With a convenient delivery method, 

the blood drug level is maintained for a short time in a 

relatively large range that can exceed the maximally tolerated 

dose or fail to reach the lowest effective dose.  

Combination: Multiple drugs or antimicrobials can be 

packed into a single NPs and NPS can be paired with other 

structures to enhance the agents' antibacterial properties 

(Wang et al., 2017). 

As other resistance mechanisms are developed, it 

becomes harder to provide a treatment that can effectively 

combat this multidrug-resistant phenomenon (Moodley, 

2014). Some of the other problematic areas of medical 

treatment and the solutions offered by nanotechnology are 

outlined in (Table 2). 

 
Table 2: Challenges and solutions to current diseases (Couvreur and Vauthier, 2006) 

Disease Therapeutic Challenge Nanotechnology Solution 

Infections Increase the efficacy of drug delivery Nanoparticles 

 Reduce toxicity by Liposomes 

 Enhancing intracellular penetration Micelles 

 Control of biodistribution PEGylated nanoparticles 

  PEGylated liposomes 

Cancer Increase efficacy of delivery  Nanoparticles 

 Reduce toxicity by  Liposomes 

 Enhancing intracellular penetration  PEGylated nanoparticles 

 Control of biodistribution PEGylated liposomes 

Metabolic Disease Controlled and sustained release of drug Nanoparticles 

 Protection of molecules against degradation Liposomes 

  Improvement of mucosal absorption 

Gene Therapy-related diseases Protect DNA against degradation  Cationic nanospheres 

 Condensation of DNA  Cationic liposomes 

 Enhance the cellular uptake of DNA Cationic lipids 
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Bacterial Resistance to NPs 

General Resistance Mechanisms 

Resistance to the antimicrobial agent may occur 

through either the intrinsic or the acquired mechanisms. 

Acquired resistance can occur in the form of plasmids, 

transposons and self-replicating extra-chromosomal DNA 

through either mutation or the acquisition of different 

types of genetic material. Acquired resistance has been 

observed in several micro-organisms to a wide range of 

antibiotics. Intrinsic resistance is a phenotype exhibited 

before the use of an antimicrobial agent by micro-

organisms (Sultan et al., 2018). 

Nanoparticles and antibiotics have many different 

modes of action.  Nanoparticles tend to target multiple 

sites in bacterial cells and therefore have broad-spectrum 

activity. On the other hand, antibiotics target specific 

bacterial cell sites and have a narrower spectrum of 

activity. Resistance to nanoparticles may be acquired 

through mutations in normal cell genes, plasmids, or 

transposons (Wang et al., 2017). 

Because of their ability to pass from plasmid to 

chromosome and then transmit resistance to daughter 

cells, transposons and integrons significantly benefit in 

producing transferable resistance. Transposons and 

integrons have also been found to possess a number of 

genetic determinants that encode resistance to heavy 

metals. Co-resistance phenotypes induced by neighboring 

genes are likely to be maintained under the selective 

pressure exerted by one antimicrobial agent. Therefore, 

exposure of integron-carrying bacteria to residual 

nanoparticles' concentrations may encourage antibiotic 

resistance (Partridge et al., 2018). 

Chromosomal mutations in against antibiotics have 

been recognized for decades. However, there have been 

fewer studies to see whether the mutation confers 

resistance to biocides. While Ag+ resistance 

determinants in Enterobacteriaceae have recently been 

cloned and sequenced, no Gram-positive bacteria have 

been identified despite the clinical use of silver 

compounds in Staphylococci and other Gram-positive 

bacteria (Wales and Davies, 2015).  

Silver nanoparticles suggested that widespread and 

uncontrolled use of Ag+ may result in more bacteria 

developing resistance. However, the possibility of transfer 

of silver resistance genes is considered low, unstable and 

difficult to maintain and transfer. The frequency of 

occurrence of Ag+ resistance is variable, with a poor 

understanding of the conditions for distinguishing 

between Ag+ resistance and Ag+ sensitivity. Examples 

of silver-resistant bacterial strains isolated include E. 

Coli, Enterobacter cloacae, Klebsiella pneumoniae, 

Acinetobacter baumannii, Salmonella typhimurium, 

Pseudomonas stutzeri (Franci et al., 2015). 

Bacterial Resistance to Silver 

Various silver types have been used as an important 

antibacterial agent for several years and their antibacterial 

activity has remained constant. No definitive reports have 

been produced yet on the production of bacterial 

resistance to silver NPs (Haefeli et al., 1984). However, 

several reports of bacterial resistance to ionic silver have 

surfaced. Reducing silver ionic (Ag+) to a less toxic 

neutral oxidation state or active efflux of (Ag+) from the 

cell by P-type adenosine triphosphatases or chemiosmotic 

Ag+/H+ antiporters are two examples of such resistance 

(Li et al., 1997). Moreover, preliminary evidence of 

bacterial resistance or reduced susceptibility to silver NPs 

has been presented in a few recent studies. The majority 

of these experiments used resistance mechanisms focused 

on removing silver ionic forms (Graves Jr et al., 2015). 

Since the repatriation of silver nanoparticles products 

as alternatives for treating burn wounds, the number of 

reports of bacteria resistance to silver has increased. In 

burn treatment centers, silver-resistant bacteria were 

mostly isolated from patients and isolated from the 

environment (Cooper and Kirketerp-Møller, 2018).  

In Gram-negative species, efflux has been suggested 

as an essential mechanism of bacterial resistance. The Sil 

operon, present in Salmonella typhimurium isolates, is the 

genetic and molecular basis of silver resistance (Gupta et al., 

1999). The operon codes for the silver binding proteins 

SilE and possibly SilF, the two efflux pumps SilCBA and 

SilP and the regulatory proteins SilR (Fig. 2). Sil operon 

was found on plasmids that also carried antibiotic 

resistance genes (Fang et al., 2016). 

In addition to the intense, long-term and repeated 

administration of classical antibiotics or ionic types of 

silver, silver NPs have not been widely used in medical 

practice, except for a brief time at the turn of the twentieth 

century when colloidal silver was used to treat several 

diseases (Panáček et al., 2018). As a result, it's unknown 

if bacteria can gain resistance to silver nanoparticles. 

Despite these efforts, the issue of whether bacteria will 

develop resistance to silver NPs antibacterial effect after 

long-term exposure to subinhibitory silver concentrations 

is still being debated (Gunawan et al., 2013). 

After repeated exposure to silver nanoparticles, 

Gram-negative bacteria such as E. coli and P. 

aeruginosa may develop resistance to them. The 

resistance is caused by the processing of the adhesive 

protein flagellin, which allows the nanoparticles to 

agglomerate together. This resistance arises without the 

need for genetic changes; all that is needed is a 

phenotypic change to decrease the nanoparticles' 

colloidal stability and thus eradicate their antibacterial 

activity. Additional stabilization of silver nanoparticles 

with surfactants or polymers would not overcome the 

resistance mechanism (Panáček et al., 2018). 
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Fig. 2: The Sil operon and its proposed transcriptional products. Top: Proposed function of genes from the Sil operon. 

Bottom: The Sil operon of plasmid. OM-outer membrane, IM-inner membrane 

 

Conclusion 

This review discusses the mechanism of bacterial 

resistance against various antimicrobial agents, which will 

help to identify mechanisms that may be a therapeutic target 

in the current age of increasing antibiotic resistance. The 

current, thorough review of antibacterial mechanisms may 

contribute to the production of useful antibacterial NPs. 
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